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Introduction

Cloud Alert is a comprehensive solution for the alert and notification requirements of financial institutions and
other enterprises.

One of the components of the Cloud Alert Platform is the Cloud Alert Messaging Gateway - an on-site deployed
system that integrates with the organization's databases to send alerts and OTP messages to handsets.

About this document

This document is intended for system administrators and IT personnel who wish to install and configure the
Cloud Alert Messaging Gateway.

Installation Requirements

The following items are required to install the Messaging Gateway:

«  Microsoft Windows 7 or higher - 32 bit or 64 bit. All editions including Windows Professional and
Windows Server are supported.

- 2 GB free RAM (additional based on plugin requirements).
- 1GB Disk space (additional required for logs).

- A JavaScript-capable web browser (IE11 or higher / Firefox 45 or higher/Google Chrome 55 or
higher/Microsoft Edge).

- JDBC drivers for your database.
« Messaging Gateway Installation package (in zip or other format).
« A Cloud Alert account for sending messages through Cloud Alert.

The below components are not required if you have downloaded the 'Full Download' installation package. The
full installation package already includes these components and installs them as part of the regular installation.

- Oracle Database for use as a private data store for the Messaging Gateway (Oracle 11g or higher)
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Installation package

You can choose between 2 installation packages from the messaging gateway download window. Both the
packages are a zip file containing the messaging gateway executables and documentation. This document is
also present within this package in the \cag\webpub\docs directory.

Full Download

This package contains the following components
« Messaging Gateway Executables
- Installer for Oracle Express 11g

This package is useful, if you do not have an existing Oracle database installation.

Alternate Download

Download this package if you already have an existing Oracle database installation, or intend to obtain Oracle
separately. The executables in this package are identical to the Full Download, but excludes the Oracle
Installer, thus reducing the size of the download.
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Preinstallation

In this step, we unzip the provided zip file into the ¢ : \cag directory. This directory is the recommended location
for the installation - the application will not execute in any other location.

To begin, right-click on the provided zip and select 'Extract All'.

& |5 bdract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder

|C:"‘ | | Browse...

[“] Show extracted files when complete

[ Bdract |  Cancel |
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Installation

Kindly follow the below steps to Install and setup the Messaging Gateway.

1. Right-click on the setup file in the ¢:\cag directory and click on Run as administrator

B2 0= Manage €39 - o x
Home share View App Tools 0
« v A | » ThisPC > Local Disk (C:) » rag v Search cag pel

~
Mame Date modified Type Size
# Quick access
_| conf /772013 841 AM File folder
[ Desktop + ot _
|| dbe 177/2019 841 AM  Filefolder
+ 1
& Downloads  docs /7/2019 298 AM  Filefolder
(5] Documents & gy 1/T/20198:42 AM  File folder
=] Pictures # | jitcache L2127 42 AWM File folder
i 772019 G:42 A i
& OneDiive ik 1/7/2018 G:42 AM File folder
 logs 172019 247 AM File folder
[ FhisPC. | other VI/2019 645 AM  File folder
p okt 1/T/201% 649 AM File folder
=¥ Network B )
N | scripts 17772018 49 AM File folder
webpub 1/7/2019 243 AM File folder
/= cag 14372019 2:51 PM Application 82,680 KB
[#] iconRestart 10/22/2018 202°AM  PNG.image 1 KB
[=] setup 132019 438 PM Windows Batch File 1KB
Open
Edit
Print
& Run as administrator
14items  1item selected 227 bytes 3 Scan with Windows Defender.

2. Inthe welcome window click on Next

Cloud Alert Messaging Gateway - Setup *

Welcome
\Welcome to the setup wizard for the Cloud Alert Messaging Gateway,
This will help you install and configure the gateway on this computer,

To continue, dick Next,

Concel N text > |
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3. Inthe oracle Installation window kindly choose the required option:

- Ifyou already have an existing Oracle database installation on this computer or elsewhere on your
network, click on Skip Oracle Installation.

« If you do not have an existing Oracle database installation, select Install Oracle. Note that
this option will be grayed out if you chose the download that did not include the Oracle Installer.

Cloud Alert Messaging Gateway - Setup *

Oracle Installation

The Cloud Alert Messaging Gateway requires an installation of the Orade Database to store its
data.

This package indudes the Oracle Installer.

Select this option for the wizard to install the Orade I

database on this computer. Install Oracle I

Select this option if you already hawve an existing Orade
database installation on which you would like to
configure the gateway.

‘ Skip Orade Installation ‘

If you choose Skip Oracle Installation, kindly skip to point 13 in this series of installation steps
other wise continue to the next step.
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4. The Oracle installation will now start. The Cloud Alert Setup Wizard will remain in the background until
the Oracle installation is complete.

Oracle Database 11g Express Edition - InstallShield Wizard

Preparing to Install...

Oracle Databage 11g Express Edition Setup is preparing the
|rztallS hisld \Wizard, which will guide you thraugh the pragram
setup process. Please wat,

Eleac'ting: Oracle Databaze 179 Express Edition.msi

5. Click on the Next button to continue.

Oracle Database 11g Express Edition - Install Wizard =

Welcome to the InstallShield Wizard for Oracle
Databasze 11g Express Edili_l:m

The InztallShield® \Wizard will inztall Oracle Database 11g
Ewpress Edition on your computer. To continue, click
Mest.

ORACLE’

DATABASE
EXPRESS EDITION

L B PR3 Cancel
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6. Kindly accept the license terms and click on the Next button.

Oracle Database 11g Express Edition - Install Wizard >

License Agreement
ORACLE

EATABAGE
EPRESS KETION

Fleaze read the following license agreement carefully,

Oracle Technology Network Developer License Terms
for Oracle Database Express Edition

Export Controls

Export laws and regulations of the United States and any other relevant local
export laws and regulations apply to the programs. You agree that such

export control laws govern your use of the Program (including technical data)
and any services deliverables provided under this agreement, and you aqree Vv

(@) accept the kerms in the licenze agreement

()| do not accept the terms in the license agreement

InstallS hield

Back || Mext || Cancel |

7. Click on the Next button to continue.

Oracle Database 11g Express Edition - Install Wizard it
Choosze Destination Location
ORACLEY
Select folder where setup will install files. EATABASE

PSS BTN

Setup will ingtall Oracle Databaze 119 Express Edition in the following folder.

Toinztall to this folder, click Mext. To install to a different folder, click Browse and select
another folder.

Oracle Databaze 11g Express Edition E31124 K.

Destination Faolder

C:horaclexe’s Browse...

Space Required on C; E3124 K
Space Avallable on C: 20373388 K
ImztallShield
Back Mext | | Cancel
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8. Specify a new password for the Oracle database SYSTEM account. Note down this password, as it will
be required in later steps. Click Next to continue.

Oracle Database 11g Express Edition - [nstall Wizard *

Specify Database Passwords

oRACLE

CATABASE
AXPRESS EBTION

Enter and confirm passwords for the database. This password will be used for both the 5%'5 and
the SYSTEM databaze accounts.

Enter Pazzword | TITITT] |
LConfirm Pazsword | essssese| |
InstallShield

Back I Next | | Cancel

9. Now, click on the Install button to start the Oracle database installation.

Oracle Database 11g Express Edition - Install Wizard >

Summary

OoRACLE

CATABASE
WEPRESE EDTION

Fieview settings before proceeding with the installation,

Current Installation Settings:

Destination Folder: C:horaclexe,

Oracle Home: C:yoraclesehapphoraclehproducty 172 04eervert
Oracle B aze:C:\oraclexe’,

Poart for 'Oracle D atabase Listener': 1521

Port for 'Oracle Services for Microzoft Transaction Server: 2030
Port for 'Oracle HTTP Listener: 8080

InztallShield

Back [ Inztall i| Cancel
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10. Wait until the Oracle Database installation completes. This might take several minutes.

Oracle Database 11g Express Edition - Install Wizard >
Selup Status
EATABAIE

T'ha.inxtaIISH:eld wizard is inslalling Oracle Databaze 11g Express Edition

| FrelallS el

Cancel

11. Once the Oracle database installation completes click on the Finish button.

Oracle Database 11g Express Edition - Install Wizard =
InstallShield Wizard LComplete

Setup haz finished instaling Oracle D atabase 11g Express
E ditior an your compater.

ORACLE

DATABASE
EXPRESS EDITION

[ Eeek [ Enen [ e
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12. Now, we return to the Cloud Alert Setup Wizard. Since the Oracle Database installation is complete,
click Next to continue.

Cloud Alert Messaging Gateway - Setup
Launching Oracle Installer

The Orade installer is being |aunched...

Ensure that the Orade installation has completed, then dick Mext.

Mext =
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13. The Database Connection Settings window will now be displayed, which accepts the settings
for the Oracle Database.
The Setup Wizard can create a user on Oracle for you. Alternatively, you can create the Oracle user
yourself.

o Automated user creation: Simply enter the username and password for the SYS or SYSTEM login
on your Oracle Database. Oracle will use this administrative login to create a new user named
'CAG'. The tables and other database objects will be created in the login of the CAG user, not
SYS/SYSTEM.

o Manual user creation: Create a user on Oracle by yourself, and enter the credentials of this new
user. In this case, there is no restriction on the name of the user. Note that the new user must have
the CONNECT, RESOURCE, UNLIMITED TABLESPACE, CREATE TABLE, CREATE VIEW,
CREATE SYNONYM and CREATE SEQUENCE rights. This option is not available if the download
package includes the Oracle Installer.

After entering the settings, click on the Test Connection button to test the database
connectivity.

Cloud Alert Messaging Gateway - Setup x

Database Connection Settings

Enter the connection settings for your Orade installation.

IP Address Host Mame Part Username
Datsbase SID Password
Cancel Test Connection Mext >
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If you did not skip the Oracle Installation, most of the fields will be pre-filled for you. Enter only the password for
the SYSTEM login that you had entered during the Oracle Database Installation process, then click Test

& Setup Guide

Connection to test the database connectivity.

Cloud Alert Messaging Gateway - Setup

Database Connection Settings

Enter the connection settings for your Orade installation.

Some of the settings have already been filled,

Enter the system password that you had spedfied during the Orade installation.

IP Address [ Host Mame Port |Jsername

[12700.1 | [1521 | |system

Database SID Password

|)l'E | |.......|

| Cancel | | Test Connection Next =
Cloud Alert Messaging Gateway - Setup
Database Connection Settings
Enter the connection settings for your Orade installation,
Some of the settings have already been filled, .
E rﬁ‘ESﬁErn ! de} i 4 i L > e Al A = PR e
Connection Successful s
1P Address [ Host Name
| Sl Connection successful. Click Mext to continue,
Database SID
i:aa [ ]-'o-in-n-l
Cancel | ‘ Test Connection Mext=
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14. Once the database connection test is successful, click Next to continue.

Cloud Alert Messaging Gateway - Setup >
Database Connection Settings

Enter the connection settings for your Crade installation.

Some of the settings have already been filled.
Enter the system password that you had specified during the Orade installation.

IF Address [ Host Mame Port |sername

|127.00.1 | [1521 | |system

Database SID Password

|)I:E | | (221121 |
‘ Cancel ‘ E Test Connection I | Mext > ‘

15. If your installation is using the automated user creation, i.e, the SYS/SYSTEM credentials were
specified during database connectivity, the installer will now create a new Oracle user for the
Messaging Gateway setup. Click on the Next button to continue.

This window will not be displayed if the user was created manually.

Cloud Alert Messaging Gateway - Setup >
Oracle User Creation
A new login({schema) will be created on Oracle, named 'CAG',

Click MNext to create the login.

Cancel ‘ ‘ Next >
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16. The Database Configuration window will now be displayed. This step will create tables,
sequences, and other database objects in your database. Click Create Tables to start the database
configuration process.

Cloud Alert Messaging Gateway - Setup P4

The tables and other database objects will now be created, Click on the Create Tables button to start this process,

Cancel | | CresteTables | _ Next >
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17. Once the database configuration completes successfully, click on the Next button to continue. Also
note that if the installer has created a new Oracle user, then the credentials of the new user are
displayed in the Database Configuration window. You may note this for future reference.

If you face any errors during the database configuration, please contact us on:
support@cloudalert.cloud.

For troubleshooting purposes, a detailed installation log is generated which also includes all the sq
statements executed. This file is located at €:\cag\logs\setup\install.log

Cloud Alert Messaging Gateway - Setup X
Database Configuration

The tables and other database objects will now be created. Click on the Create Tables button to start this process.

Connected to Database using the following connection settings:
Server: 127.0.0.1

Port: 1521

SID: xe

Username: CAG

Password: ptkSSubaewwg

Verifying Datakase Schema....S5chema wverification successful.
Database Configuration in Progress....

Creating Sequences... Creating Seguences Done.

Creating Takles... Creating Takles Done.

Initializing Tables... Initializing Takles Done.

Creating Indexes... Creating Indexes Done.

Configuration completed successfully.
Click the Next button to continue

Cancel Create Tables I MNext > I
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18. This window saves your configuration and installs the gateway as a Windows Service. Click on the
Install Service button to proceed.

Cloud Alert Messaging Gateway - Setup et

Install Service

The setup wizard will now save your configuration and install the gateway as a Windows Service.

Canicel ‘ I Install Service Next =

19. Once the Windows service installation completes successfully, click Next to continue.

Cloud Alert Messaging Gateway - Setup prd

Install service

The setup wizard will now save your configuration and install the gateway as a Windows Service,

Saving configuration... Done

Installing Service... Done

The configuration of the gateway is complete. Click Next to
continue.

Cancel Install Service E Mext = i
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20. The installation of the Messaging Gateway is now complete. Click Finish button. This will launch the
Management Console of the gateway to setup your connections.

Cloud Alert Messaging Gateway - Setup *
Setup Complete
This portion of the Cloud Alert Messaging Gateway Setup has completed successfully.

Click Finish to launch the Management Consale in your browser for post-installation steps.

I Finish 1
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Connection Setup

The Connection Setup Wizard will guide you through the setup of the Cloud Alert Message Gateway's
connectivity to servers.

21. In the welcome window, click on the Next button to continue.

= aj B welcome < v - o x
< = 0 @ D | 127.00.0:2199/fw2te=AKSLogin 7 = 1 e
@Cloud Alert # Home = Logs il Outbound & Inbound @ Logowt
Welcome

Welcome to the Connection Setup Wizard
This wizard will guide you through the process of sefting up your gateway to connect to Cloud Alert's messaging servers.

Click Next to continue.

20 of 25
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22. Specify the Email Address and Password that you used to sign-up on the Cloud Alert website and
also specify your Company Email Address and then click on the Next button.

48| [ Account Details X i-|- ~ =T
& = O @ O 1270002199/ wiom=AKSFWWelcome W = L e
@",Cioud Alert f Home  IZ Logs .l Outbound & Inbound © Logout

Account Details

The below information will help you connect this installation with your login on Cloud Alert.
If you do not have a login on Cloud Alert, sign up at hitps:/cloudalert.cloud

NOTE: Fields marked with * are required.
Enter the authentication details of your login on the Cloud Alert website.
EMail Address * peletw@mycompany.com

Password * ETTTITT Y]

Enter your organization's email address. Since this email address will be displayed to recipients of your
messages, its recommended that you enter an official contact email address, for example,
‘contact@yourcompany.com’.

Company Email Address * contact@mycompany.com
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23. Upload a logo of your company or an image for your profile and click on the Upload button to upload

the image.
3 Upload CompanyLogo. X |+ = =R
O @ | @ 1270012199/ iom=AKSPWDetails w| = LB
@;Clpu_d Alert A Home = Logs .l Outbound = Inbound O Logout

Upload Company Logo

Your company'’s logo is attached to messages sent by you, and will be visible to recipients

Select the logo image file to be uploaded by clicking the Browse button, then click on the 'Upload' button.
The image file should not be larger than 3 MB.

NOTE: Fields marked with * are required,

Upload Logo* | Browse..

22 of 25
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24. In the Confirm Details window, verify the information thats to be sent and click on the the Next button to
continue. Your Messaging Gateway Installation is being registered and will take a few minutes to
complete. Kindly wait till the process completes.

B 8|0 confimoenis x|+ v - o x
&« = 0O @ @ | 127.00.1:2199/wfrom =AKSPWDetailsLogo T * 1 &
@C_{Ql_}d Alert f Home 3= logs il Outbound & nbound O Logout

Confirm Details
This instaliation of the gateway will be configured with the following details:

m.nabil@cloudalert cloud
m.nabil@cloudalert cloud

Email Address
Cloud Alert Website Username

The gateway will now connect to Cloud Alert's servers: Click Next to continue:
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25. Once the process completes, you will receive an authentication code on the email address which you
had specified during the start of the setup. Kindly enter the authentication code in the Account

Verification window and click on the Verify button to verify the code.

B 8| O acountverficaton % [ - o x|

&« = U @ @ | 127.00.1:2199/fwGetPostWaitPage e = 1 ®
@.C_lg_ud Alert & Home B Logs il Ouboung 2 inbound O Logout
Account Verification

Please enter below the authentication code that has been sent to your email address.

NOTE; Figids marked with * are required

authentication Code * | |

Verify
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26. Upon verification, the setup is now complete and the Home page of the Messaging Gateway is loaded.

=1 Home Page X L-'-}- S - o
O @ @ | 127.0012190/fw7from = AldSGeneraiPage b4 = L &
@‘,Cloud Alert #& Home IS Logs .l Outbound < Inbound (@ Logout
Home Page
Activity Outbound Connections
0 of 0 conneclions active
L &2
9] — 7
Inbound Connections
View Outbound View Inbound SMPP View Logs
Connections Connections View the cureat activity of the 0 applications connected
View the status of cutbound View the sfatus of mbound SMPF sysiem
connections fn SMSCs connections from your apphcations
Documentation
i = Bl
» » E
B User Guide
el ~ l

Message Queue

Send Test Message

Manage the queve of autbound Manually send a message
messages
Setup
Manage Networks Manage SMPP
Setup the destination networks Connections’
Selup outhound SMPP
connections from his sysiem
Manage Plugins Manage System Settings
Selup pheging 1o connect o data Allet the settngs for this syslem
sources
Restarnt About
Restaris the i About Cloud Alerl i

li.

Test Database Connection

Test the connectivily to your
databases

S
-0
Manage Cloud Alert

Connection

Setup outhound Cloud Adert
conneclions from this system

Q
Change Password

Change the passord used lo
access this interface

B Fiugin Writers Guide
B Plugin Writers Javadoc

To learn more about the Messaging Gateway, refer to the User Guide presentin the
Documentation section.
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